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ViPNet EndPoint Protection X et

KOHTpONb NpuioxeHnu

IBPUCTUYHECKNN
Antimalware aBuxok

Ofe,

Cucrtema Moaynb
obHapyxeHuna w nosejeH4yeckoro
npefoTBpalweHnAa aHanu3a
BTOpPXEeHUun



PaboTaem «no npasunam» - BPI TeXHegecr
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B Suricata Linux
B Yara Windows

B Ossec Linux
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31,860
B AppControl Windows
B Snort Windows

B Ossec Windows
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Ha «TeéMHoOu»
CTOpOHe

O  3N0yMbIUNE@HHUK

o TpoAH 1 wuppoBanbLnK -
CryWiper




Yto u3 ceba npepcTaBnfeT TeXHepecs

CryWiper?

o TposH-wubpoBanbwmk CryWiper - «KJWEHT-
cepBepHOe MNpUIOXeHUeE»

o O6HapyxeH - JlabopaTopueir Kacnepckoro

o «linppyeT» OaHHble HaBcerga, HO TpebyeT
BbIKY

O YHWYTOXaeT JAaHHble Mpu MoMowmn Cay4amHou
nocnefoBaTeNIbHOCTU AaHHbIX

o 3anpewaeT gocTtyn no RDP, 4T06bl GLICTPO He
pewvTb nNpobnemy y yAanEHHbIX COTPYAHWKOB

O AKTUBHO aTakoBaJl CUCTeMbl rocpraHos




CeKyHAQHT X opecr

MeToponoruva Ansq
cneunanuctoB Wb
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ApXUTeKTypa CTeHAa
M UCMNOJIb3yeMble
MHCTPYMEHTbI



TEXH@)ifatecs
BAXHO! N2 SheCT

o Mbl He y4uMmM aTakoBaTb, Mbl MOKa3blBaeM
aTaky M y4yuM, Kak OT Hee 3awmwatbca!l

o Bce maTepuanbl No aTtakam B3ATbl U3
OTKPbITbIX UCTOYHUKOB .

o He cToUT NOBTOpATbL aTakuM AoOMa MM
Ha paboTe!

o A BOT cpeacTBa 3aWuMTbl MCNONb30BATb
Hago!

o © © © - Bcem aobpa!



KpaTKo o0 «cTeHae» TEXHQ e

Y aTakywiero:

o Kali linux
o JINDI-Exploit :f )

o Apache Server T
o Crywiper (cepsBep) 1
Y nonb3oBaTensa:
o 06b4HaAa OC Windows Paboqas cTaHuuA Paboyas cTaHuuA
aTakywwero ¢ COTpYAHMKA
O He 3aKpbiTaAa YyA3BUMOCTb Kali Linux ¢ Java-lpunoxeHunem
log4j B java-npuaoxeHuu M He3aKkpbiTON

log4]j
(MoxeT 6bITb Nwbaa apyras yASBAMOCTLI0 10g%]

YA3BUMOCTb W MpPUSIOXEHME...)
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3ajaum aTakywuwero TEXH@e

o [lpoBecTu pasBeaky
o BblbpaTb CpeACcTBO aTaku

o BblbpaTb cpeAcTBO AOCTABKMU

o JloCcTaBUTb CpencTBO aTaku

O 3aKpenuTbCA B CcUCTeMe

O BbINONIHUTL aTaky
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Moexanu!

SCENE TAKE ROLL
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A Tenepb «A3blkom» MITRE

LWar 2. MonyyeHune
AocTtyna (aKkcnayaraums
CVE-2021-44228)

LWar 3. 3arpy3ka

LLlar 1. Pa3BeakKa TposHa CryWiper

T1046 Network
Service Discovery
(nmap)

T1105 Ingress Tool

T1105 Ingress Tool
Transfer Transfer

TeX H @ infotecs
2023 QQeCT

LLlar 4.3aKpenneHune B cucTeme,
BbIMO/IHEHME aTaKU

TAO0002 Execution
T1053: Scheduled Task/Job
TA0011 Command and Control
T1489 Service Stop
T1485 Data Destruction
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B Haweu cxeme noABnAeTcCA TeXHOfeeT

ViPNet EndPoint Protection

Ll
Pabo4aa cTaHuuA aTakywwero Pabo4aa cTaHuuA COTpyAHMKA
¢ Kali Linux ¢ Java-lpunoxeHnem wu

He3aKpbITON yA3BUMOCTb logdj.
C ycTaHoBneHHbM ViPNet
EndPoint Protection
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LLar 5. BoinonHeHMe aTakn

LWar 2. MNony4yeHne LUar 4. 3akpenieHune
Lar 1. Pa3seaka AocTyna (akcnayaraumn TposHa CryWiper
CVE-2021-442238)

LLar 3. 3arpysKka
B cUCTEME

TA0011 Command and
Control
T1489 Service Stop
T1485 Data
Destruction

TAO0002 Execution
L OL el T1105 Ingress Tool T1105 Ingress Tool T1053: Scheduled
Service Discovery

Transfer Transfer Task/Job
(nmap)

—— =
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I
I
I
I
I

Xakep

3awmTa EPP: Moayhs
PFW,EnOKijBKa
BO3MOMHOCTU
CKaHMpPOBaHMA MOPTOB
YTUANTOM nmap

p \

CobbiTnsa B EPP:

HIDS: EXPLOIT CobbiTne B EPP:
CobbiTne B EPP: . CobbiTne EPP:
. Apache Log4j2, Co3gaHue HapyuweHue paboThbl
CKaHMpoBaHue YcTaHoBNeHa 334a4a
3anyck Cmd/ps u3 WCNOJIHAEMOrO cUCTEMBI
AZMWHMCTPATOP Java daiina B Temp f/1aRvposiLiKa
EPP

I
I
I
I nopros
I
I
|

— — — — — — — — — — —
3awmwmTa EPP:
3awmTa EPP: H
Mogaynb PFW, 610kupoBKa 80 nopta ¢punbTpom
Moaynb HIPS:3anpet BbinonHeHna curl-komaHapl, " " . -
. OnacHble NopTbl"; GUALTP He AAET NPOHUKLEMY
3anpeT KomaHAbl 3anycka cmd\ps u3 java, 3anpet N
o o 3nospeay CryWiper coeAnHUTLCA CO CBOMM CEPBEPOM
CO34,aHUA UCNONHAEMbIX $alioB BO BPeMEHHOW nanke

Mogaynb AppC: 3anpet 3anycka cmd/powershell
CTOPOHHUM NPUOKEHUEM
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Cnacubo
3a BHMMaHue!l

MoanucbiBanTeCb Ha Hawu couceTwu
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